
Samba+LDAP+LAMSamba+LDAP+LAMSamba+LDAP+LAMSamba+LDAP+LAM������    

 �� �
gavin  ���� �

gavin.zhou@gmail.com    msn
�
gavin_zhm@msn.com ��	
 �

blog.yepn.net ��
� �
2008� 04� 11


�����
� �2008� 04� 11


 �� �

 0.1 ���� �������� !"�#$%����&'�()*+,-�./012��3456789:�;; < 
 ��=>�

RedHat Enterprise Linux Server 4.3 + OpenLDAP + DNS + Samba + Postfix + 

OpenWebmail 
��

 Fandy 

   http://bbs.chinaunix.net/thread-805302-1-1.html 

    

   ?  OpenLDAP @ABC DEF �� Mike O'Reilly IBM 

   http://www.ibm.com/developerworks/cn/linux/l-openldap/#author 

    

   OpenLDAP 2.1 
BCGHI

  JK NTKO 

   http://i18n.linux.net.cn/others/OpenLDAP2.htm#_Toc14210017 

 

 ��
 L � M�NO? 3�PQRSTUVW XY'

750GZ�&[\]^_`aQRSbcd�efghBCNOij�k^l`mGno/� 6-7p ID�ijqr ID�Samba ID��P ID�
SNS ID,Desknet IDss�t
uvwn�x**yz�&[{|hNO} LDAP

QRS�~�[���^3
Samba

QRS��� SambaID �9� LDAP Ab 

 efhQRS����A~'����3��� GOOGLE ���3����������0�~�`����V��'�3�� GOOGLE
`���� ¡¢~�`�£¤��bcd� �`¥ LINUX¦§¨3�©/ª«¬­®¯�°_�P3��F�±±�e3«²³t´µ¶`·3¸Ub

 

 �©¹º
 

    I.OS
\]»q

 

    II.OpenLDAP
8

SAMBA
°_¼½

 



    III.Samba
 D8¾�¿ X

smbldap-tool? ÀZ 

    IV.LAMÁP°_8}  

 QRSÂÃ
 

 

1.CentOS 5.0 Linux server 2.6.18-53.1.14.el5 °_��Ä½`�
yum ÅÆÇ`��Centos È3 yumÉÊ�ËÌ' REDHAT

+3� �'���p�ÍÎ�V�Ï��ÐÑCentos
iÉÒ¨3ÓzÔ`�_Ô`�RPMforge 

 

#yum install yum-priorities 

#vi /etc/yum/pluginconf.d/priorities.conf 

[main] 

enabled=1 

#vi /etc/yum.repos.d/ 

priority=N   #
Ï¼½3

N=1 

#wget 

http://apt.sw.be/redhat/el5/en/i386/RPMS.dag/rpmforge-release-0.3.6-1.el5.rf.i386.rpm 

#rpm -ivh rpmforge-release-0.3.6-1.el5.rf.i386.rpm 

#yum check-update   #
ÆÇ`�

 

 

2.Apache 2.2.6 Released (
gh

2.2.8 ÕÖReleased
Ô
)  ×ØÙ°_

 

./configure && make && make install °_�
Document Root

º
 

/usr/local/apache2/htdocs 

 

3.PHP Version 5.2.5 ×ØÙ°_
 

./configure --with-apxs2=/usr/local/apache2/bin/apxs --enable-mbstring --with-zlib 

--with-gd --with-jpeg-dir --with-png-dir --with-mysql --with-mcrypt  --with-xsl 

--with-gettext --with-ldap --with-mhash --with-imap --with-imap-ssl && make && make 

install 
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#yum -y install smbldap-tool 

 

============================êë3¹ìí============================ 
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vi /etc/openldap/sladp.conf 

 ®¯Lî ��à3Ä½�P? ¸0ïðLñ�LDAP Ä½�Pòó'ôò/õb 

 

# 

# See slapd.conf(5) for details on configuration options. 

# This file should NOT be world readable. 

# 

include /etc/openldap/schema/core.schema 

include /etc/openldap/schema/cosine.schema 

include /etc/openldap/schema/inetorgperson.schema 

include /etc/openldap/schema/nis.schema 

include /etc/openldap/schema/samba.schema 

#
�p samba.schema

�P��� yum
°_��[h

 

/usr/share/doc/samba-3.0.25b/LDAP/
���ö÷�ÒàH"3øù 

 

include /etc/openldap/schema/corba.schema 

include /etc/openldap/schema/misc.schema 

 

# Allow LDAPv2 client connections.  This is NOT the default. 

allow bind_v2 



#úû? bind v2 
'¥¼]ä/ �

Samba
 

V3 

 

# Do not enable referrals until AFTER you have a working directory 

# service AND an understanding of referrals. 

#referral       ldap://root.openldap.org 

 

pidfile         /var/run/openldap/slapd.pid 

argsfile        /var/run/openldap/slapd.args 

#loglevel       296   

#üý3¸þz3LOG
Ä½�P�ÿ��u�ïðÔ�Vâ��*x3LOG

�P
 

 

access to attrs=userPassword 

        by self write 

        by anonymous auth 

        by dn="uid=admin,ou=Users,dc=yepn,dc=com" write 

        by * none 

access to * 

        by self write 

        by dn="uid=admin,ou=Users,dc=yepn,dc=com" write 

        by * read 

 

#Òà�Ä½����  �
userPassword ��¡¢�[�¨� D admin

�[�¨��m D�[qr�	
��b
 ¡¢�[¨¡¢dc A3&'���admin

 D�[¨
��&'��­b ÒàACL
3��~��/�ü�3ã³9g PAM

qr��b
 

 

database        bdb 

suffix dc=yepn,dc=yepn 

rootdn cn=root,dc=yepn,dc=com 

directory       /var/lib/ldap 

 

index objectClass                       eq,pres 

index ou,cn,mail,surname,givenname      eq,pres,sub 

index uidNumber,gidNumber,loginShell    eq,pres 

index uid,memberUid                     eq,pres,sub 



index nisMapName,nisMapEntry            eq,pres,sub 

index sambaSID,sambaSIDList,sambaGroupType      eq,pres 

 

# Replicas of this database 

replogfile /var/lib/ldap/openldap-master-replog 

#replica host=172.30.4.91:389 starttls=critical 

replica host=172.30.4.91:389 

     binddn="cn=root,dc=yepn,dc=com" 

     credentials=111111 

     bindmethod=simple 

#Ò�º� LDAP
QRS�Y'`aLDAP

QRS3ijÄ½V��"��`LDAP
QRS�ð�³9g����V���3��b 

 

rootpw 000000   #�Øm����³�ROOT
�Ä½�PA��� admin

 DBC
LDAP 

 Ä½�P»q� �!"
LDAP 

#service ldap start #��à367��´3LDAP
�u!"Ô

 

Checking configuration files for slapd:  config file testing succeeded 

Starting slapd:                                            [  OK  ] 

Starting slurpd:                                           [  OK  ] 
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RedHat Enterprise Linux Server 4.3 + OpenLDAP + DNS 

+ Samba + Postfix + OpenWebmail 
�$�©Ï3

Samba
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  �à�Ï3Ä½�P�%&��`��'º(�3��¨3�«b 

# Global parameters 

# Version 2008-03-28-01 

[global] 

        workgroup = YEPN 

        netbios name = vanilla 

        security = user 

        server string = Samba Server 7T %v 



        encrypt passwords = Yes 

        obey pam restrictions = No 

        ldap passwd sync = yes 

#)LDAP�Ø*+ 

        log level = 3 

        syslog = 0 

        log file = /var/log/samba/log.%m 

        max log size = 100000 

        time server = Yes 

        socket options = TCP_NODELAY SO_RCVBUF=8192 SO_SNDBUF=8192 

        mangling method = hash2 

        Dos charset = UTF-8 

        Unix charset = UTF-8 

        logon script = %U.bat 

        logon drive = H: 

        domain logons = Yes 

        os level = 65 

        preferred master = Yes 

        passdb backend = ldapsam:ldap://127.0.0.1/ 

#
H"

LDAP
QRS

 

        ldap admin dn = uid=root,dc=yepn,dc=net 

#
�[BCG D

 

        ldap suffix = dc=yepn,dc=net 

#,-. 

        ldap group suffix = ou=Groups 

#
 DÇ3/-�� 

        ldap user suffix = ou=Users 

#
 D/-�� 

        add user script = /usr/sbin/smbldap-useradd -a -m "%u" 

#
Óz D

 

        ldap ssl = off 

        ldap delete dn = Yes 

        delete user script = /usr/sbin/smbldap-userdel -r "%u" 

#
�� D

 

        add group script = /usr/sbin/smbldap-groupadd -a -p "%g" 

#
Óz¾

 



        delete group script = /usr/sbin/smbldap-groupdel "%g" 

#
��¾

 

        add user to group script = /usr/sbin/smbldap-groupmod -m "%u" "%g" 

#
� Dz�H"¾

 

 delete user from group script = /usr/sbin/smbldap-groupmod -x "%u" "%g" 

#
�¾A�� D 

        set primary group script = /usr/sbin/smbldap-usermod -g '%g' '%u' 

#
¼" D30¾

 

#
[ÒÄ½�1LDAP233�	
 ��4øùs5÷�[¡�Óz 

 

[homes] 

        comment = Home Directories %U, %u 

        browseable = no 

        writeable = yes 

        read only = no 

        force create mode = 0700 

        force directory mode = 0700 

        directory mode = 0700 

        create mode = 0700 

        inherit acls = yes 

        guest ok = no 

        printable = no 

#homes
øù3"6�	7�p� ÕÖV*Ô�'º��øù3¸þ³8� smbldap-tool 
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#service smb start 

Starting SMB services:                                     [  OK  ] 

Starting NMB services:                                     [  OK  ] 9:Òà3���u!"�;<pQR��`��NETBIOS
QR

 

#smbpasswd -w 111111 

#
�

LDAP
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Samba

 D8¾F ��EF�gh�¿èl~ßG�éb ���©HI 
MigrationTools

�pnç�¿�Ï 3� smbldap-tools
�pnç�¿3 D8¾b

 h 
smbldap-tool

>¦�/Ä½`���à�Ï3Ä½�P�³��`�b  
yum

°_�Ä½�Ph�à3øù�[�� 

# ls /etc/smbldap-tools/ 

smbldap_bind.conf  smbldap.conf 

#vi smbldap_bind.conf 

slaveDN="cn=root,dc=yepn,dc=com" 

slavePw="111111" 

masterDN="cn=root,dc=yepn,dc=com" 

masterPw="111111" 

#
��¹/)¦à´Ä½3LDAP

QRS3BCG2* 
 J�� smbldap.conf

Ä½�P��p�Ph�� D¸ßG�/ 
 

SID="S-1-5-21-1153389650-4125104348-4025214935" 

#SID
kaQRS®'3

ID
F �àKL����p`"/���VJ Samba

8�
LDAP��3 D³'���ÏMNo'º�p	�OPÔ�Qb 

#net getlocalsid 

 

sambaDomain="YEPN" 

#
��¡¢3

Samba
.
 

 

slaveLDAP="127.0.0.1" 

slavePort="389" 

masterLDAP="127.0.0.1" 

masterPort="389" 

#LDAP
QRS¼½

 

 



ldapTLS="0" 

#LDAP
qr¸þz�Ø�'ºhNO#�ij? �ÏRVâS SSL

&[Ìz����'ä/3ÜÝ�[=> @?  OpenLDAP @ABC DEFA�$�©=`�TLS��p	�3=Ú��
1 

 

verify="require" 

cafile="/etc/smbldap-tools/ca.pem" 

clientcert="/etc/smbldap-tools/smbldap-tools.pem" 

clientkey="/etc/smbldap-tools/smbldap-tools.key" 

#
[Òº°_�Tq¼½Ì�"� 

 

suffix="dc=yepn,dc=com" 

#¦àÄ½LDAP
¸���VÅUñÔ 

 

usersdn="ou=Users,${suffix}" 

#
 D3/-�� 

#computersdn="ou=Computers,${suffix}" 

#
ÏV 

Samba
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groupsdn="ou=Groups,${suffix}" 

#
 D¾3/-�� 

 

hash_encrypt="SSHA" 

#Password
3z��ó 

 

#
[�º��

UNIX
 D¸3=Ú

 

 

userLoginShell="/bin/false" 

#
ÏVä/ D��QRS

 

 

userHome="/home/%U" 

#
 D3

home
øù�Samba

3
homes

 �p 

 

# Default mode used for user homeDirectory 

userHomeDirectoryMode="700" 

#HOME
øù3��

 



 

# Gecos 

userGecos="System User" 

 

# Default User (POSIX and Samba) GID 

defaultUserGid="513" 

#
 D0¾

ID� SAMBA
 D

 

 

defaultMaxPasswordAge="45" 

#
TqW

 

 

#
�à� Samba

 DÄ½=Ú
 

userSmbHome="¥¥PDC-SRV¥%U" 

#homes
øù

 

 

userProfile="¥¥PDC-SRV¥profiles¥%U" 

userHomeDrive="H:" 

userScript="logon.bat" 

mailDomain="yepn.net" 

with_smbpasswd="0" 

smbpasswd="/usr/bin/smbpasswd" 

with_slappasswd="0" 

slappasswd="/usr/sbin/slappasswd" 

#
[Ò��P.mdÌ'�� 

 

smbldap-tool
Ä½4��fandy HIÔ`� smbldap-tools

¡È3 configure.pl X���
smbldap.conf
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smbldap-toolZN[ LDAP��%&ÿ�`�à3KL 

#smbldap-populate 

 

Populating LDAP directory for domain yepn (
´¡¢QRS3

SID
F��p`"/��) 

(using builtin directory structure) 

 



adding new entry: dc=yepn,dc=net 

adding new entry: ou=Users,dc=yepn,dc=net 

adding new entry: ou=Groups,dc=yepn,dc=net 

adding new entry: ou=Computers,dc=yepn,dc=net 

adding new entry: ou=Idmap,dc=yepn,dc=net 

adding new entry: uid=root,ou=Users,dc=yepn,dc=net 

adding new entry: uid=nobody,ou=Users,dc=yepn,dc=net 

adding new entry: cn=Domain Admins,ou=Groups,dc=yepn,dc=net 

adding new entry: cn=Domain Users,ou=Groups,dc=yepn,dc=net 

adding new entry: cn=Domain Guests,ou=Groups,dc=yepn,dc=net 

adding new entry: cn=Domain Computers,ou=Groups,dc=yepn,dc=net 

adding new entry: cn=Administrators,ou=Groups,dc=yepn,dc=net 

adding new entry: cn=Account Operators,ou=Groups,dc=yepn,dc=net 

adding new entry: cn=Print Operators,ou=Groups,dc=yepn,dc=net 

adding new entry: cn=Backup Operators,ou=Groups,dc=yepn,dc=net 

adding new entry: cn=Replicators,ou=Groups,dc=yepn,dc=net 

adding new entry: sambaDomainName=yepn,dc=yepn,dc=net 

 

Please provide a password for the domain root: 

Changing password for root 

New password : 111111 
X
root

3
ldap

BC�ØZ 
Retype new password : 111111 

X
root

3
ldap

BC�ØZ 
 HI`� 

smbldap-tool
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# smbldap-useradd -a -m test 
XÓz`p samba

EF]���øùZ 
 

# smbldap-groupadd -a -m yepn 
XÓz`p samba

¾EFZ L �fandy 3�©AÌ'z-a
�p=Ú��p=Ú smbldap-tool^_A��-a�p=Úº 

          add an automatic Security ID for the group (SID). 

          The rid of the group is calculated from the gidNumber of the 

          group as rid=2*gidNumber+1001. Thus the resulted SID of the 

          group is $SID-$rid where $SID and $rid are the domain SID and 

          the group rid &[ÏÍÎ��zÒ���p	�Óz D¾3¸þ`"z-a��pV³h�` D0¾�#
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# smbldap-groupmod -m test yepn 
XÓz

user2
 DEF�

acc
EFAZ 

adding user test to group yepn 

 a�
test

EF3�Ø � 
 å«\� �

 

# smbldap-passwd test 

# smbpasswd test 

#
[Òbp�Lá�[p�Samba�Ø�V*3� smbldap-passwd

³c
unix

3�Ø`è���ºde/ smbpass
���Ø�fû´ä/ unixpassword

 =¯3��3�Ø�ß��P�rgqrsb 

 

Changing password for test 

New password : test 
X D�ØZ 

Retype new password : test 
X»q D�ØZ 

 Óz
test

EF367 �
 

#
�[Å��EF367�Tq� smbldap.conf A3Ä½ 

 å«\� �
 

# smbldap-userinfo test 

 h#
test

EF367 �
 

 å«\� �
 

# smbldap-usershow test 

 

test
EF����[iý`��##�V�#��4�P 

 

# smbclient -L localhost -U test 

Password: 

 ���à��u9:�467���´3Samba
QRSÕÖ8�LDAP

qrÔb
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`���jV=HIb

 'º MigrationTools
nç�¿ D¸Ì' Samba
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passwd
�P����EFY2�

Samba
EF

 

#awk -F: '{print $1,$3,$4}' passwd > userlist ���9l3Úlm�� � Dm UID GID 

group
�P����EFY2�

Samba
¾
 

#awk -F: '{print $1,$3,$4}' group > grouplist ���9l3Úlm�� �¾m GID 
 Dno

 

 'Ô�bp�P�¨`p�%&3X��P�8� smbldap-useradd
Óz D

 

 

#more useradd.sh 

#!/bin/bash 

 

while read name uid gid 

 do 

  /usr/sbin/smbldap-useradd -a -u $uid -g $gid -m $name 

 done < userlist �%&�á�#�ÛVUñÔ� � smbldap-useradd
V�Û3ÜÝ�[�man 

smbldap-useradd
#`�pp=Úb 

 ��¾ D~`�
 

#more groupadd.sh 

#!/bin/bash 

 

while read name gid member 

 do 

   /usr/sbin/smbldap-groupadd -a -g $gid $name 



 done < grouplist 

 Ålo�� Dz�H"¾A�Y��Òà3�Pee��`�o�[�8�
smbldap-groupmod 

#more groupmember.sh 

#!/bin/bash 

 

while read name gid member 

 do 

   /usr/sbin/smbldap-groupmod -m "$member" $name 

 done < grouplist 

 �Òàºq D8¾áÕÖ�¿�rs¼"�Ô D30¾bV� Samba
 D3�Ø�áÌ'¼½��p��ä/¼½`�3 h¼½�Ø¸�ÏÌ��de����&[ Ô expect

�pKL���'a�3t��uv�wx`�b
 

CentOS
Tq

expect
�p�Ì°_3�°_�%&yz yum 

#yum -y install expect �¨p��Ø3X� 

#more chpass.exp 

#!/usr/bin/expect 

spawn /usr/sbin/smbldap-passwd [lindex $argv 0] 

set password [lindex $argv 1] 

expect "*password:" 

#sleep .1 

send "$password¥n" 

expect "*password:" 

send "$password¥n" 

expect eof 

 Å smbldap-passwd
l� D�Ø 

#more userpasswd.sh 

#!/bin/bash 

 

while read name uid gid 

 do 



  /usr/bin/expect chpass.exp $name 123456 

 done < userlist 

 

#
�pä/s`�¸U�Ï DV�Y' 100

�p���´ D�3ã��[¸Ua{ 
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øù�V���³t����2���b 26'��� phpldapadmin
lvw

LDAP�ÏMN~� �pnçlvwLDAP
QRS�rs~ÍÎ�p³ßLAM

lvw
LDAP

a%&`¥�V� �Samba
l�

phpldapadminV�BC�Ê'¥VW�&[� LAM
b
LAM

3°_�%&~� PHP
3

GUI���´[¦_� phpldapadmin
3ã�e

LAM
ö÷�

apache
3

Document Root
øù�o�[ÿ�Ôb°_��0=#

LAM��ÙA3 INSTALL
�Pb

 h
LAM

3
config

ä/��`�
lam.conf

3Ä½�P�LAM~æ�ÔGUI
3���à��p��é��à�Ï 3Ä½�P 

#more lam.conf 

 

ServerURL: ldap://localhost:389 

Admins: uid=admin,ou=Users,dc=yepn,dc=com 

#
�p	���/���´uv LAM

l��
home

øù�oä/�����`p admin
EF�&[�p	�V�¼LDAP

3
root

EF�rs�p admin
EF�ä� unix

��A�h3 Db
 

 



Passwd: {SSHA}DrIFykO6wONLf65+jmLeif8nbCA= buvDNg== 

treesuffix: dc=yepn,dc=net 

defaultLanguage: en_GB.utf8:UTF-8:English (Great Britain) 

#
�p	�3��Ä½�[�A���Ê��é 

 

scriptPath: /usr/local/apache2/htdocs/lam/lib/lamdaemon.pl 

#
�p��u3�3��home

øù 3X��P 

# Server of external Script 

scriptServer: localhost 

scriptRights: 750 

cachetimeout: 5 

 

# Module settings 

 

modules: posixAccount_minUID: 1000 

modules: posixAccount_maxUID: 3000 

modules: posixAccount_minMachine: 5000 

modules: posixAccount_maxMachine: 6000 

modules: posixGroup_minGID: 1000 

modules: posixGroup_maxGID: 2000 

modules: posixGroup_pwdHash: SSHA 

modules: posixAccount_pwdHash: SSHA 

 

activeTypes: user,group 

 

types: suffix_user: ou=Users,dc=yepn,dc=net 

types: attr_user: #uid;#givenName;#sn;#uidNumber;#gidNumber 

types: modules_user: inetOrgPerson,posixAccount,sambaSamAccount 

 

types: suffix_group: ou=Groups,dc=yepn,dc=net 

types: attr_group: #cn;#gidNumber;#memberUID;#description 

types: modules_group: posixGroup,sambaGroupMapping 

 

#types: suffix_smbDomain: ou=domains,dc=yepn,dc=net 

#types: attr_smbDomain: sambaDomainName:Domain name;sambaSID:Domain SID 

#types: modules_smbDomain: sambaDomain 



 

# Access level for this profile. 

accessLevel: 100 

modules: sambaSamAccount_timeZone: 9 

types: suffix_host: 

types: attr_host: #cn;#description;#uidNumber;#gidNumber 

types: suffix_smbDomain: 

types: attr_smbDomain: #sambaDomainName;#sambaSID 
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 �à� lamdaemon.pl
3°_��peX���ÔÏb·��Ï�u3��b ¦à���ÿ� lamdaemon X�ä/`p�73�� D�Ï��Ô`p admin

 D�.�ä/t admin����>�� 1.sudo
�pKLl�� lamdaemon

�pX��&[ä/��
sudoers

�pÄ½�P Óz#$�� � 
admin All= NOPASSWD: /usr/local/apache2/htdocs/lam/lib/lamdaemon.pl 

  �
sudoers

3��0
GOOGLE�%&�`��o�t admin

 D�[V/�Ø�8� sudoÿ�
 /usr/local/apache2/htdocs/lam/lib/lamdaemon.pl 
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PHP�� libssh2 

libssh2
�[�

http://www.libssh2.org
�-

libssh2 0.13  
`"/�p���� hÏ¦à¨3�p��ÂÃ���p��Ïiý8�Ô��^3 0.18
tÏ�u���¡eá�V��

PHP��[�� ssh2�.� lamdaemon
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libssh2
°_>�ï

php
3��Ò�- php5-ssh2 0.10

�p���t PHP�� ssh2��bp��Ïiý�Ì���	
��ÏáÌ'��b �php3-ssh2 0.10
3°_��`��8�

phpize
°_b

 

#tar -zxvf ssh2-0.10.tgz 



#cd ssh2-0.10 

#phpize && ./configure --with-ssh2 && make 

#cp modules/ssh2.so /usr/local/lib 

#
Ï3

PHP
H"¢h�pøù��´V`"h�pøù�/#´3php.ini

�PA3PATH 

 

#echo extension=ssh2.so >> /usr/local/lib/php.ini  

#
�

ssh2.so
Óz�´3

php.ini
�PA 
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#vi /etc/ssh/sshd_config 

 

PasswordAuthentication yes 

#
(l�£Lñð3 
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