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1.CentOS 5.0 Linux server 2.6.18-53.1.14.el5
ZHEEFEJERCE — T yum A% —F, Centos Y yum ¥k 544 %4 REDHAT ZEH941H,
BARER N NEG, RilFibEHL R Centos NG EERIUSINT — T2 T RPMforge

#yum install yum-priorities

#vi letc/yum/pluginconf.d/priorities.conf

[main]

enabled=1

#vi letc/yum.repos.d/

priority=N  #H W EH N=1

#wget
http://apt.sw.be/redhat/el5/en/i386/RPMS.dag/rpmforge-release-0.3.6-1.e15.rf.i386.rpm
#rpm -ivh rpmforge-release-0.3.6-1.el5.rf.1386.rpm

#yum check-update #JFZ—F

2.Apache 2.2.6 Released JI1E 2.2.8 E.4: Released 1)
Tt ) 2 4

Jeonfigure && make && make install

22455 Document Root

/usr/local/apache2/htdocs

3.PHP Version 5.2.5

TR 00 22 4

Jeonfigure --with-apxs2=/usr/local/apache2/bin/apxs --enable-mbstring --with-zlib
--with-gd --with-jpeg-dir --with-png-dir --with-mysql --with-mcrypt --with-xsl
--with-gettext --with-ldap --with-mhash --with-imap --with-imap-ssl && make && make

install

YT ZEARHANARTLL GOOGLE T, YHSHIERGRII A,

PHP %245 /5 B ¥ Apache BUBCE SC{F httpd.conf, PI%5i% % PHP JESafi INSTALL



S, FRmbERR B GAY,

4.0penLDAP Fil Samba 222 Y yum Z23&, A0 RAE RIS 2228001, F2E H Cds—
S LIB 50, VE4R UL 25 Feny WIKI W55 http://wiki.yepn.net ' OpenLDAP H4 i
PP U, FiEERIAY Apache Fn PHP J5A5 ) 2238 A v E 0 1 B

5% T Samba 1 LDAP H & B 45 % smbldap-tool X4~ T E A kB 7, —+#EH yum %2

At
S

#yum -y install smbldap-tool

CAENE e

OpenLDAP Ficli& S5 B

vi /etc/openldap/sladp.conf

Rl R« T H ARG E SCEGE I R R,  LDAP XFBCIE SIS A s 2K,

#

# See slapd.conf(5) for details on configuration options.
# This file should NOT be world readable.

#

include /etc/openldap/schema/core.schema

include /etc/openldap/schema/cosine.schema

include /etc/openldap/schema/inetorgperson.schema
include /etc/openldap/schema/mis.schema

include /etc/openldap/schema/samba.schema

#iX /> samba.schema (4, N5 yum 2235 v LIAE
lusr/share/doc/samba-3.0.25b/LDAP/ F 25 il 2 i fg e i B 5%

include /etc/openldap/schema/corba.schema

include /etc/openldap/schema/misc.schema

# Allow LDAPvV2 client connections. This is NOT the default.
allow bind_v2



#AVHE H bind v2 HLER &2 A2 Samba H V3

# Do not enable referrals until AFTER you have a working directory

# service AND an understanding of referrals.

#referral ldap://root.openldap.org
pidfile /var/run/openldap/slapd.pid
argsfile /var/run/openldap/slapd.args
#loglevel 296

#U AR RHEINA LOG Bl Sk, SBATIER E R T, AEARKRER LOG 30

access to attrs=userPassword
by self write
by anonymous auth
by dn="uid=admin,ou=Users,dc=yepn,dc=com" write
by * none
access to *
by self write
by dn="uid=admin,ou=Users,dc=yepn,dc=com" write

by * read

# b TR AL E Uy ] A PR

Xt F userPassword B¢ H O AI LA, H /7 admin RAILACLE:, BES H P RTLLAAE, HE
s,

HCALAEEC de FRIFTAERIR, admin H 7 p[ELEAE, FrA A RT3,

kil ACL B9t AR B2, I #ery i 2 3L PAM A LIE i) @,

database bdb
suffix de=yepn,dc=yepn

rootdn cn=root,dc=yepn,dc=com

directory /var/lib/ldap
index objectClass eq,pres
index ou,cn,mail,surname,givenname eq,pres,sub

index uidNumber,gidNumber,loginShell eq,pres

index uid,memberUid eq,pres,sub



index nisMapName,nisMapEntry eq,pres,sub

index sambaSID,sambaSIDList,sambaGroupType eq,pres

# Replicas of this database
replogfile /var/lib/ldap/openldap-master-replog
#replica host=172.30.4.91:389 starttls=critical
replica host=172.30.4.91:389
binddn="cn=root,dc=yepn,dc=com"
credentials=111111
bindmethod=simple
# Bt M LDAP Jik%54#s, B —7% LDAP IRG#r0M L iE A KFdiE, 77— LDAP k%545
Hfel, 2 IR 2 SR 40 AN R i 1)

rootpw 000000  #%EHE4 3, i o 21 ROOT M & SC: s, F admin A 74 FE LDAP

Bl i SCUEIBIA GV e 2 8 LDAP

#service ldap start

FE T EE B URE) LDAP IE¥ R8T

Checking configuration files for slapd: config file testing succeeded
Starting slapd: [ OK ]
Starting slurpd: [ OK |

T4 1%

Samba Z2#E "] LA 275 Fandy ) RedHat Enterprise Linux Server 4.3 + OpenLDAP + DNS
+ Samba + Postfix + OpenWebmail iX’i@ SCHEFN Samba fir i i i & 4 Pt F i 5000 B i
s
T RFRAIBLE S, R, RO RSO EE SRR,
# Global parameters
# Version 2008-03-28-01
[globall
workgroup = YEPN
netbios name = vanilla
security = user

server string = Samba Server 7T %v



encrypt passwords = Yes
obey pam restrictions = No
ldap passwd sync = yes
#5- LDAP &5 [F]0
log level = 3
syslog =0
log file = /var/log/samba/log.%m
max log size = 100000
time server = Yes
socket options = TCP_NODELAY SO_RCVBUF=8192 SO_SNDBUF=8192
mangling method = hash2
Dos charset = UTF-8
Unix charset = UTF-8
logon script = %U.bat
logon drive = H:
domain logons = Yes
os level = 65
preferred master = Yes

passdb backend = ldapsam:ldap://127.0.0.1/

#1657 LDAP IR %=

ldap admin dn = uid=root,dc=yepn,dc=net
#Al L PR

ldap suffix = de=yepn,dc=net
Y SR

Idap group suffix = ou=Groups
#IH P RAIR SR T B

ldap user suffix = ou=Users
# R R B

add user script = /usr/sbin/smbldap-useradd -a -m "%u"
HISIMH

ldap ssl = off

ldap delete dn = Yes

delete user script = /usr/sbin/smbldap-userdel -r "%u"
#MERA

add group script = /usr/sbin/smbldap-groupadd -a -p "%g"
HIINA



delete group script = /usr/sbin/smbldap-groupdel "%g"
#iH R

add user to group script = /usr/sbin/smbldap-groupmod -m "%u" "%g"
#HEH NS E A

delete user from group script = /usr/sbin/smbldap-groupmod -x "%u" "%g"
HMZA T R

set primary group script = /usr/sbin/smbldap-usermod -g '%g' '%u’
HUOE M R B A
#LL BRCE IR LDAP AHCHY,  Hoftoof T3 B e Pl v LA ATHN

[homes]
comment = Home Directories %U, %u
browseable = no
writeable = yes
read only = no
force create mode = 0700
force directory mode = 0700
directory mode = 0700
create mode = 0700
inherit acls = yes
guest ok = no

printable = no
#homes HKAYEX, HSEREXAMEHEAARKT, KWENLH KA 28T smbldap-tool

Samba FliEE/F B3 T

#service smb start

Starting SMB services: [ OK |

Starting NMB services: [ OK |

Bor B AIER BE), B MRSG U T2 NETBIOS ik4:

#smbpasswd -w 111111

#i LDAP 09 B i B NE] Samba 1, XA—EZH, il Samba X LDAP AAUELL.

CAENE e

‘BAF Samba %% 2 il



Samba R4 2 i, FHEEUWRS%H PAM IALE, 1RZH @i LDAP Ak, Bk
WERLIZH ((EH OpenLDAP LHEFEL K S) IR CETHIRME, ARARAIREEA]
Lligid LDAP IEXRKER T, 154kskn FE, WRAIT, A FH#AT,

Samba gl F A

JFRHY Samba M A F R ARG 5, IAET AR H A 7,

1RZ SCFES 4 ] MigrationTools 1IX/N T HS A, FHHYE smbldap-tools iX > T. 5 AR H
R iiEi

1EH smbldap-tool Z HiJEEEE — T, FiRFrIBLE X, SUi—T,
M yum 2238 FE B SCPEAE T iR B s ] PLRE

# 1s /etc/smbldap-tools/

smbldap_bind.conf smbldap.conf

#vi smbldap_bind.conf

slaveDN="cn=root,dc=yepn,dc=com"

slavePw="111111"

masterDN="cn=root,dc=yepn,dc=com"

masterPw="111111"

HIX Sy B G- R AR BCE R LDAP RS54t & B2 03 46 [H)

SRJE & smbldap.conf Bri SCIF, IX AN SCEEFERENT FH i b d

SID="S-1-5-21-1153389650-4125104348-4025214935"

#SID HFE RS &FAE) ID 5 M PRk, XN EEEW, 9K Samba il LDAP
EENEHI R P AT, BTG REIR X AN T IR BT A

#net getlocalsid

sambaDomain="YEPN"
#opk B CUHY Samba 5

slaveLDAP="127.0.0.1"
slavePort="389"
masterLDAP="127.0.0.1"
masterPort="389"
#LDAP k55 B iE



IdapTLS="0"

#LDAP IERMEINER, KOVTEAFINERMZ M, FOCREFF SSL il g, i
WEAMN LTS E (I OpenLDAP P& H Pk 5) X SCHf— T TLS, X/
TTHIBE Rk 1

verify="require"
cafile="/etc/smbldap-tools/ca.pem"
clientcert="/etc/smbldap-tools/smbldap-tools.pem"

clientkey="/etc/smbldap-tools/smbldap-tools.key"
#UL b 224 e B\ BB R Bl i

suffix="dc=yepn,dc=com"
#AHRCE LDAP W45, AR T

—n

usersdn="ou=Users, ${suffix}"

#H IR SR B,
#computersdn="ou=Computers,${suffix}

#H A Samba fit PDC, FTLLER 11X

groupsdn="ou=Groups, ${suffix}"

# ) AOR R B

hash_encrypt="SSHA"
#Password HIN%E )52

#LL T A EEST UNIX H P B9S24

userLoginShell="/bin/false"
HEANTE B R i IR 55

userHome="/home/%U"
#/H 7 #) home H3%, Samba B homes FiX4

# Default mode used for user homeDirectory
userHomeDirectoryMode="700"
#HOME H sHIR R



# Gecos

userGecos="System User"

# Default User (POSIX and Samba) GID
defaultUserGid="513"
#H g2l 1D j& SAMBA H

defaultMaxPasswordAge="45"
2 ININIED

# & Samba /il E S5
userSmbHome="¥¥PDC-SRV¥%U"
#homes H 3%

userProfile="¥¥PDC-SRV¥profiles¥%U"
userHomeDrive="H:"
userScript="logon.bat"
mailDomain="yepn.net"
with_smbpasswd="0"
smbpasswd="/usr/bin/smbpasswd"
with_slappasswd="0"

slappasswd="/usr/sbin/slappasswd"

#LL_EBRIB{ 80 SN A B

smbldap-tool At & 5eA%, fandy JM44 T —FH smbldap-tools H ) configure.pl JHIA £ 7
smbldap.conf Bl i& S0, FPHIXAS, FGTIEE H Cen B,

PIAEF smbldap-tool #J44{k LDAP, R #Ef T Frfya s
#smbldap-populate

Populating LDAP directory for domain yepn (K H CL iR %5500 SID 5, X /& B &)

(using builtin directory structure)



adding new entry:
adding new entry:
adding new entry:
adding new entry:
adding new entry:
adding new entry:
adding new entry:
adding new entry:
adding new entry:
adding new entry:
adding new entry:
adding new entry:
adding new entry:
adding new entry:
adding new entry:
adding new entry:

adding new entry:

dc=yepn,dc=net

ou=Users,dc=yepn,dc=net
ou=Groups,dc=yepn,dc=net
ou=Computers,dc=yepn,dc=net
ou=Idmap,dc=yepn,dc=net
uid=root,ou=Users,dc=yepn,dc=net
uid=nobody,ou=Users,dc=yepn,dc=net

cn=Domain Admins,ou=Groups,dc=yepn,dc=net
cn=Domain Users,ou=Groups,dc=yepn,dc=net
cn=Domain Guests,ou=Groups,dc=yepn,dc=net
cn=Domain Computers,ou=Groups,dc=yepn,dc=net
cn=Administrators,ou=Groups,dc=yepn,dc=net
cn=Account Operators,ou=Groups,dc=yepn,dc=net
cn=Print Operators,ou=Groups,dc=yepn,dc=net
cn=Backup Operators,ou=Groups,dc=yepn,dc=net
cn=Replicators,ou=Groups,dc=yepn,dc=net

sambaDomainName=yepn,dc=yepn,dc=net

Please provide a password for the domain root:

Changing password for root

New password : 111111  (root Y ldap & B4 1)

Retype new password : 111111  (root Y 1dap & B L)

44— F F smbldap-tool & FRIK =

PRI -

# smbldap-useradd -a -m test

(TIN—/> samba K5 IF-AI T H 5%)

(FSh—> samba 41K =)
1 fandy FSCEF G MN-a XN, X124 smbldap-tool #EBIH i -a X NN
add an automatic Security ID for the group (SID).

# smbldap-groupadd -a -m yepn

The rid of the group is calculated from the gidNumber of the
group as rid=2*gidNumber+1001. Thus the resulted SID of the
group is $SID-$rid where $SID and $rid are the domain SID and
the group rid
AT ARG I N B4f, X AT R0 P AR — 2 e, EADNASAESE P RN E



A

# smbldap-groupmod -m test yepn (/1 user2 H ik 521 ace k=)

adding user test to group yepn

WL test KA -

TELIHRIE

# smbldap-passwd test

# smbpasswd test

#UL BN AE AT LN Samba B, AR IEAY & smbldap-passwd 2234 unix FIEL—EE
i, MNAZEH smbpass (ESEN, SVHRTEE unixpassword FONI ARG, Hean
1112 ST AT e

Changing password for test
New password : test (Ji ' #65)
Retype new password : test  (Fai\FH 7 55 01)

W test K ZHI(E B -
#] LpHESOk S rE B, BRAE smbldap.conf A AL E

PRI -

# smbldap-userinfo test

™FE test MK EHIE S

PRI -

# smbldap-usershow test

test K5 @ENLfa W LIS —F, FBHRAENRER BIFL =31

# smbclient -L localhost -U test

Password:

WA FHEREIE R Bt 5 8, BIRAY Samba RS54 B4 0@ LDAP IE T,



THEI 4% F LDAP i Samba 09T H LAM
TET )57 R 2k

R Samba FH A FnZ(E B AZ| LDAP flk%5#

1R A4 MigrationTools X4 T H A, a0 AR ARHIX NS A, 7L GOOGLE — T,
X AT 24,

4 MigrationTools L B G AH F I ¥#% A Samba M M XAE B, ProAFk Y&
smbldap-tools iX /4> T E.5 AH) - Fndl,

S B JF Kk Samba k%5 a5 Y passwd 11 group U4

passwd LB AL S R T Samba Tk =
#awk -F: {print $1,$3,$4}' passwd > userlist
XFE T ORI EdR 42« F 40 UID GID
group CHMHERRZMK 5 R T Samba 4]
#awk -F: "{print $1,$3,$4}' group > grouplist
XS ORI EdR 45 )2 - 414 GID 5k

A TIXPA SO e B— /MR PR RO BIA SR, @il smbldap-useradd #ONA -

#more useradd.sh
#!/bin/bash

while read name uid gid
do
/usr/sbin/smbldap-useradd -a -u $uid -g $gid -m $name
done < userlist
RTE ., HSREFEH A AR T, X T smbldap-useradd 4B EH B A [ LI, man
smbldap-useradd F— F & NS,

ST P — 4
#more groupadd.sh
#!/bin/bash

while read name gid member
do
/usr/sbin/smbldap-groupadd -a -g $gid $name



done < grouplist

Mokeb ZHEM OMBIFEEA S, R Emeysc/hMES - Tt e BL, @il
smbldap-groupmod

#more groupmember.sh

#!/bin/bash

while read name gid member
do
/usr/sbin/smbldap-groupmod -m "$member" $name

done < grouplist

B By P AR E L A, M REL T HBIEA. AT Samba 7RO IR ER B
ARE, RPMERFERE T

TEWEERDET, TV BT A4 515, FTAH T expect XA, ANRA TAFHIINE, A
REAMTE— T,

CentOS BERiA expect iX/MEVEZAEN), ZZHER T BEEE yum

#yum -y install expect

e GAUCE A

#more chpass.exp

#!/usr/bin/expect

spawn /usr/sbin/smbldap-passwd [lindex $argv 0]

set password [lindex $argv 1]

expect "*password:"

#sleep .1

send "$password¥n"

expect "*password:"

send "$password¥n"

expect eof

4 smbldap-passwd ki H & i
#more userpasswd.sh
#!/bin/bash

while read name uid gid
do



/usr/bin/expect chpass.exp $name 123456

done < userlist

XA EE—BE, FH P AL A 100 24, ARARH P 2H1E, AT 3K

BiX B Samba 7 2EGTE R LDAP AUE T, U@ SEH P HERES 7T LAH smbldap-tool 3%
TERR

KON E R HARA O D NEHIX DRSS &, AR EAR BRI Bt T IEEOR N Gk P
LDAP flx%5#3#1 Samba fk55#s it HIX MBI A LERRGL, PFrUFRIEZE R TS, T
GUIT Ay T H kg

T4 1%

Samba &H T H Webmin, XMAHEMHMW EXFE K, GOOGLE — F{RE%, thARZE
BN ESE, #EidiX/NE P Samba RS ESB 1, ik H Webmin 4 LDAP AR 4+
MR PR B A wiE k), WA RS, AEiEE— T

T /44 LDAP Account Manager (UL F#i#f LAM) X4 GUI &8 TH, XA a] LA PR
LDAP #1 Samba B P, X Fek it Ao R Z rT LU home H 3k, Xm0 TIEHAR A 7
H P LDAP 1 Samba k555 tH Y EHEE, MRIRM AT LA Webmin #57 home H3g, it
JEFE 2 LB FEHARTEAH 2 BRI

FE A 1R % AN phpldapadmin K45 LDAP, FFhh e FIX D T B4y LDAP IR %545,
i H A I A 23 e LAM SR 4ES? LDAP B 5 —2E, A% T Samba %1t phpldapadmin
FREE B A A, Frbid LAM, LAM mYZ8E R & b e PHP 89 GUI, 4n kLA
A%t phpldapadmin BY1E A4 LAM £ #il %] apache 9 Document Root H 3% Figh v LLETT
T, RIS E LAM K4icl 1 i) INSTALL U,

£ LAM ¥ config F# ZH&k— T lam.conf BYFLE SC/F, LAM tfgft 7 GUI if&ckitim, X
AMBIGAE, T o A B E SR

#more lam.conf

ServerURL: ldap://localhost:389

Admins: uid=admin,ou=Users,dc=yepn,dc=com

XA HOGREE, EIRATEH LAM K& 57 home H3k, BEFFESARLHN. 1 admin K
7, PTLAX AT AN RE ¥ LDAP #Y root Mk 5, ifi HiX /> admin Mk 5% 752 unix SR P AFIE
B



Passwd: {SSHA}DrIFykO6wONLf65+mLeifSnbCA= buvDNg==
treesuffix: de=yepn,dc=net

defaultLanguage: en_GB.utf8:UTF-8:English (Great Britain)
HIX N TROTE S BCE W L L, IX AR DT

scriptPath: /usr/local/apache2/htdocs/lam/lib/lamdaemon.pl
HIXA IR OCHEAEE ST home H 3% FHAOMIA S

# Server of external Script

scriptServer: localhost

scriptRights: 750

cachetimeout: 5

# Module settings

modules: posixAccount_minUID: 1000
modules: posixAccount_maxUID: 3000
modules: posixAccount_minMachine: 5000
modules: posixAccount_maxMachine: 6000
modules: posixGroup_minGID: 1000
modules: posixGroup_maxGID: 2000
modules: posixGroup_pwdHash: SSHA
modules: posixAccount_pwdHash: SSHA

activeTypes: user,group

types: suffix_user: ou=Users,dc=yepn,dc=net
types: attr_user: #uid;#givenName#sn;#uidNumber;#gidNumber

types: modules_user: inetOrgPerson,posixAccount,sambaSamAccount

types: suffix_group: ou=Groups,dc=yepn,dc=net
types: attr_group: #cn#gidNumber;#memberUID;#description
types: modules_group: posixGroup,sambaGroupMapping

#types: suffix_smbDomain: ou=domains,dc=yepn,dc=net
#types: attr_smbDomain: sambaDomainName:Domain name;sambaSID:Domain SID

#types: modules_smbDomain: sambaDomain



# Access level for this profile.

accessLevel: 100

modules: sambaSamAccount_timeZone: 9

types: suffix_host:

types: attr_host: #cn;#description;#uidNumber;#gidNumber
types: suffix_smbDomain:

types: attr_smbDomain: #sambaDomainName;#sambaSID

SRk AR B © O LDAP 5k OK T

HAE Xl LAM 56 w] LU B LDAP Fit Samba 17, (BJ&E REEEEST home H 3%

T4 1%

TifisE lamdaemon.pl FYZ23E, XA NHAYTE TEM K, dFIETBIAR R,

AT W21 T lamdaemon HARTRZE— NESLHRGH Y, BdESL T —4 admin H7, A
JEREAL admin AR EZ FFREM 1.sudo XM kAT lamdaemon X NEIA, AT ATEEL
&2k sudoers IX ML E U

WIMNAEIT

admin All= NOPASSWD: /usr/local/apache2/htdocs/lam/lib/lamdaemon.pl

X T sudoers BT GOOGLE, fij il — F, #bs& il admin P W DAIARZEERY, 1T sudo
3&{T lusr/local/apache2/htdocs/lam/lib/lamdaemon.pl

FEHL Perl % Ff Quota, XA LETE #2E httpi//icpan.org/ FHE%—F, # Eit OK T

T2 PHP 3£F libssh2
libssh2 ] LLE| http://www.libssh2.org F#; libssh2 0.13 —EZEIXMEA, FH/DIEFATE
G ZRG I T, IXANRATN GEE T, &y 0.18 iLFIEFALR], EABEAR,
PHP /& 7] LL 3k ssh2, {HJE lamdaemon X/MHIARE &A1,

libssh2 22352 2 php BT T4 php5-ssh2 0.10 iX/MiliAS, il PHP 3 #f ssh2, i‘XWﬁ
ANRASE M v ), A RARTRAR A P, X T php3-ssh2 0.10 FYZEE Ui — T,

1 phpize %%,

#tar -zxvf ssh2-0.10.tgz



#cd ssh2-0.10
#phpize && ./configure --with-ssh2 && make

#cp modules/ssh2.so /usr/local/lib
#EH PHP 5 EHFEX AN H X T, KA —EEXANH %, ZHEIRP php.ini SCH4HH) PATH

#echo extension=ssh2.so >> /usr/local/lib/php.ini

#41 ssh2.so FINEFRAY php.ini SCHFH

B FHEL— T SSH Ald & S
#vi /etc/ssh/sshd_config

PasswordAuthentication yes

IR PR

FIX B LAM /) lamdaemon.pl AYECE AN K E 5 T, a05% i iX Se il & /R ek a 4 16 5
LRSS, B el DA FRBIIIA 222 =4 k2, GOOD LUCK !!!
25 LAM B2 Ff4A TOOLs—TEST—Lamdaemon test

R —2H OK, IR FAIRAY Lamdaemon ZZ23E1E % T, 4 R& & 5 — T Lamdaemon: read
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