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CentOS 5.1 Linux blackduck 2.6.18-53.el5
HLII AT AR 2240

yum —y update

HA TR

openssl.i686 0.9.8b-10.el5
openssl-devel.1386 0.9.8b-10.el5
openldap.i386 2.3.27-8.e15_2.4
openldap-clients.1386 2.3.27-8.e15_2.4
openldap-devel.i386 2.3.27-8.el5_2.4
openldap-servers.i386 2.3.27-8.el5_2.4

XtT- OpenLDAP #JfC E v LG T LLRTHI SCRY (Samba+LDAP+LAM 42 1 H R H ) —3C
{14 OpenLDAP Ffjfic &

Freeradius 2¢3%:
NGRS

#wget ftp:/ftp.freeradius.org/pub/freeradius/freeradius-server-2.0.5.tar.bz2

#tar —xvf freeradius-server-2.0.5.tar.bz2

#cd freeradius-server-2.0.5

#./configure --with-openssl --with-openssl-includes=/usr/include/openssl/ \
--with-openssl-libraries=/usr/lib/openssl/

#configure S| 3t WAL & S FF OpenSSL {256 f5ia1T EAP SCRERG I 2 i Ui T30

A FF OpenSSL, ATLAbAb % OpenSSL #)#4%

#make && make install

T J ] A AT HEAT I
#radiusd —Xf (2.0 LA A N -AXE X b Debug #i5 f A AIZITLE deamon IRZS T )



LA AT LB TS radtest WK
#radtest admin password localhost 0 testing123
IRAME B N SR, BOPAR B, 25— B A% Freeradius f2 A& W]
PUERIsAT, FFHET F IR ECE .
Sending Access-Request of id 85 to 127.0.0.1 port 1812
User-Name = "admin"
User-Password = "password"
NAS-IP-Address = 127.0.0.1
NAS-Port =0
rad_recv: Access-Accept packet from host 127.0.0.1 port 1812, id=85, length=20

WA GRCE Freeradius, AL X usr/locallete/raddb F, 2.0 2 J& HIHEL &G T-XTA
UEISZRE T AR A AL, BT MBSO R ARAR 7 . BC S A 2 R I

THCE AT radiusd.conf:
#vi radiusd.conf
IESAT H2 At log BT (R IAIE log A5 BT T T HAR - B A MU B 2k
log 1
destination = files
file = ${logdir}/radius.log
syslog_facility = daemon
stripped_names = no
auth = yes
auth_badpass = no

auth_goodpass = no

2.0 UG HIRRAS, Bt DL AR R # LR A7 AE lusr/local/etc/raddb/modules H =%
P AR RL & S



ldap WFREHE L
#vi ldap
LTS RIIUAT, WK LDAP R4S SARE, WIf11LiE User-Name f95 B, LARTH:
LDAP #3338, WRARH) LDAP 5 SRR A0 A REV) 0], Wi B chie & SO P R AT .
ldap {

server = "localhost"

#identity = "cn=admin,o=My Org,c=UA"

#password = mypass

basedn = "dc=yepn,dc=net"

filter = "(uid=%{Stripped-User-Name:-%{User-Name}})"

base_filter = "(objectclass=radiusprofile)"

ldap_connections_number = 15

timeout = 4

timelimit = 3

net_timeout =1

tls {

start_tls = no

h
dictionary_mapping = ${confdir}/Idap.attrmap

LA FHUR ESE, IXANRINAERL R LDAP I AR 0 7 BOR [Pl 5 B E, %1 T Client R4
2% C AR AT SO R R, R SO PEAR I



Freeradius 7 L3S/ & 24

WL LDAP AR B IR [FIE 4 B #8 E F Freeradius Dictionary i, 5 0] A GE 4%
Freeradius .

Dictionary it & /R A4 /usr/local/ete/raddb H¢

#cat dictionary | grep -v ‘#”

$INCLUDE /usr/local/share/freeradius/dictionary

Dictionary A4 R4 4E /usr/local/share/freeradius/ 34
#cat dictionary | grep -v ‘#”
$INCLUDE dictionary.compat
$INCLUDE dictionary.rfc2865
$INCLUDE dictionary.rfc2866
$INCLUDE dictionary.rfc2867
$INCLUDE dictionary.rfc2868
$INCLUDE dictionary.rfc2869
$INCLUDE dictionary.rfc3162
$INCLUDE dictionary.rfc3576
$INCLUDE dictionary.rfc3580
DA

B NAS HHIR Extreme network summit X450 A, FEG G FZ M0/ K
dictionary.extreme, WIRARATH & HAD NAS 1] D& SR 1A e, sl [ Aed—
AN IS AT L

PN HTPAT 5E X
ATTRIBUTE Extreme-Netlogin-Extended-Vlan 211 string
ATTRIBUTE Extreme-Security-Profile 212 string

FMAEN S, 1B 1dap.attrmap il LDAP v PLR[A| extreme WAUEH 7B . BC B SCOFERAE
{t/usr/local/etc/raddb/ ™

S EL T JE
replyltem  Tunnel-Type radiusTunnelType
replyltem  Tunnel-Medium-Type radiusTunnelMediumType

replyltem  Tunnel-Private-Group-Id radiusTunnelPrivateGroupld



replyltem  Extreme-Security-Profile radiusExtremeSecurityProfile
replyltem  Extreme-Netlogin-Vlan-Tag radiusExtremeNetloginVlanTag
replyltem  Extreme-Netlogin-Extended-Vlan radiusExtremeNetloginExtendedVlan
TiHh TS NT-Password “FRABESU T, W R4 &8 radius H 7 H samba %5, WL
AMBESEXE 7y, Py IRAT B T B, M H M4 AR B A kg 7, B LA
T HAKF B AN Freeradius (FIEZND

checkItem User-Password userPassword

checkItem NT-Password radiusUserPassword

XA PRI — T

WA MAC J70AIE, Fefngs Foi Linux dift MAC RN, 05 LR 72
{f H userPassword 7.

W2 H Winxp 2 7 5iAUE #16, TGRS H CA UET, —E % H MD4(WinNT) /5
% 5 P2 radiusUserPassword H .

534 Windows il Freeradius AUERF, Z5idifid MD4(WIinNT) )77 22, Frbl i 2647
£t LDAP %/ radiusUserPassword it MD4 a5 7 R4, XFEA fEl A E. 5
Ah, 1833 ntradping $iE T H 2R MD4 26 IR T2, it WinXP %7 biidt 756
ik



P AT A FH AR T =X

BEEAUE T A ECE SCE, B 3% A /usr/local/ete/raddb/sites-available

P B L i) S A

default  #ERIAMC A

inner-tunnel  #IAUEERINLEC G SCA, XA SCAFIRBEMATFAWETT, WA T AR A A EhE

St

#vi default
MPHAIERS 7y AR E T 1dap H eap #7, HARKIVAE A B TIERS T, A R 7 2340 1)
WAE LAY R 0 o
authorize {
ldap

eap

}

AR R T NI, SR MS-CHAP %3530, LDAP $EM EAP KAlF
authenticate {

Auth-Type MS-CHAP {

mschap

H

Idap

eap
H
authorize fic e P s Sl R 77 U34S, LDAP k4548 Mysql lR%54%. Unix R4
5182 files Ao
authenticate FCHEKUETT, BRI XSG
B IR ER 73 AP ARAFAEATE 2



fic & eap AIETT 2

BN A~

#cat eap.conf| grep -v ‘4’

eap 1
default_eap_type = peap
timer_expire =60

ignore_unknown_eap_types = no

tls {
certdir = ${confdir}/certs
cadir = ${confdir}/certs
private_key_password = cyberstep
private_key_file = $icertdir}/server.pem
certificate_file = ${certdir}/server.pem
CA_file = ${cadir}/ca.pem
dh_file = ${certdir}/dh
random_file = ${certdir}/random
fragment_size = 1024
include_length = yes
make_cert_command = "$icertdirj/bootstrap"

§

peap 1
default_eap_type = mschapv2

§

mschapv?2 {

H

h
FEBUGE 2 WAL eap MEAIET A peap, Jioh MD5, SiAMNRINRT tls FISCHE, 48
B P fl Freeradius A5 N K HHE % . 548K peap BRUGAIE T 24 mschapv2.

Freeradius 4 AiE 15

Freeradius2.0.5 & AUk DHIEIA, H % OpenSSL H1# 12 1EHf, Freeradius W LA H SikfE
W, AT EB N — NHERME R, X usr/local/ete/raddb/certs Hg F, EEMK
AN ca.enf server.cnf client.cnf

#more ca.cnf

default_days = 3650

default_crl_days = 3650



[certificate_authority]

countryName =JP

stateOrProvinceName = Tokyo

localityName = Shibuya

organizationName = Yepn Inc.

emailAddress = zhou@yepn.net

commonName = "yepn Certificate Authority"

o U L) 23X ) LER 7Y, days BRI A EARAIUE T BEH] — D H Bl —4ER I Ta],
ARAE WA ERANZE RGO HE, B LAERIE RS (8] K — s T 10 4F. MY certificate_authority
SEARUET AR AF EIX A T A e B At AL, AN R T7 148 OpenSSL ) BERE —
N, JIAME cert U AT Makefile U, et /MBS T — 1, AFHIE AT AR T ca.enf
H B AL en.enf FRAVERL, B AR A8 ar 24T AL N _E—>-days 3650

BsURn N

#more Makefile

openssl req -new -x509 -days 3650 -keyout ca.key -out ca.pem -config ./ca.cnf

N7 OpenSSL A i A FFAII A, FrABIMETIHTES T, A B AR ATR R — b

XAEAE UG ) ca.der UEFHT LLF A E] Winxp H1s

2tk iF Freeradius IS & wt o2 7, ] LLUE radiusd —Xf ik — 1 radius HIfCE 5
EHf. W LUEIL radtest #y4 KEE— N Freeradius GE4IE .



OpenLDAP At :

K2 LDAP A 7 X radius J& PRI SR, LA 248 5 OpenLDAP B8 3C{]

&l raiuds.schema 34431 openLDAP ] schema H>¢

#ep fusr/local/share/doc/freeradius/examples/ openldap.schema

/etc/openldap/schema/radius.schema

R BT MR I LA attribute FEAEIX DM FRAER) radius.schema SCPF 1 3%AT, B LA %
H 2 LA HTH attribute HME
TSRS I
attributetype
(1.3.6.1.4.1.3317.4.3.1.61
NAME ‘radiusExtremeSecurityProfile’
DESC*®
EQUALITY caselgnorelA5Match
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
)
attributetype
(1.3.6.1.4.1.3317.4.3.1.62
NAME ‘radiusExtremeNetloginVlanTag’
DESC*®
EQUALITY caselgnorelA5Match
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
)
attributetype
(1.3.6.1.4.1.3317.4.3.1.63
NAME ‘radiusExtremeNetloginExtendedVlan’
DESC*
EQUALITY caselgnorelA5Match
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
)
attributetype
(1.3.6.1.4.1.3317.4.3.1.66
NAME 'radiusUserPassword'
DESC 'radiusUserPassword'
SUP userPassword



OpenLDAP schema &4

X T OpenLDAP schema % 2 i) @A EX AEE Z Ui, AR 2 SCEMR A0 9w S 1 T
schema A2 . RAEX R UWH— X T radiusUserPassword #4:ff& X, il
radiusUserPassword 47k userPassword f5FM:, 21 75 Z& (g I0 A w] BA 1 Sl ot @
VE,

i, WSICEEPRI objectclass FLYS I KUK DN i) J& 1

objectclass
(1.3.6.1.4.1.3317.4.3.2.1

NAME 'radiusprofile'

SUP top AUXILIARY

DESC™"

MUST cn

MAY ( radiusArapFeatures $ radiusArapSecurity $ radiusArapZoneAccess $
radiusAuthType $ radiusCallbackld $ radiusCallbackNumber $
radiusCalledStationld $ radiusCallingStationId $ radiusClass $
radiusClientIPAddress $ radiusFilterld $ radiusFramedAppleTalkLink $
radiusFramedAppleTalkNetwork $ radiusFramedAppleTalkZone $
radiusFramedCompression $ radiusFramedIPAddress $
radiusFramedIPNetmask $ radiusFramedIPXNetwork $
radiusFramedMTU $ radiusFramedProtocol $
radiusCheckItem $ radiusReplyltem $
radiusFramedRoute $ radiusFramedRouting $ radiusIdleTimeout $
radiusGroupName $ radiusHint $ radiusHuntgroupName $
radiusLoginIPHost $ radiusLoginLATGroup $ radiusLoginLATNode $
radiusLoginLATPort $ radiusLoginLATService $ radiusLoginService $
radiusLoginTCPPort $ radiusLoginTime $ radiusPasswordRetry $
radiusPortLimit $ radiusPrompt $ radiusProxyToRealm $
radiusRealm $ radiusReplicateToRealm $ radiusServiceType $
radiusSessionTimeout $ radiusStripUserName $
radiusTerminationAction $ radiusTunnelClientEndpoint $
radiusProfileDn $
radiusSimultaneousUse $ radiusTunnelAssignmentld $
radiusTunnelMediumType $ radiusTunnelPassword $
radiusTunnelPreference $

radiusTunnelPrivateGroupld $ radiusTunnelServerEndpoint $



radiusTunnelType $ radiusUserCategory $ radiusVSA $

radiusExpiration $ dialupAccess $ radiusNASIpAddress $
radiusReplyMessage $ radiusExtremeSecurityProfile $
radiusExtremeNetloginVlanTag $ radiusExtremeNetloginExtendedVlan $

radiusUserPassword)

ERIRE Y, 5L schema MUEIHIRR R, ZHRUEEREESHAMNRS, RIXEHH T2
objectclass MI1H .

radius.schema XEME, A& T slapd.conf BL'E A4k radius.schema 3CfF, il
OpenLDAP fE iR 53X 265 J& P

JIANBL R 2

include /etc/openldap/schema/radius.schema

5 OpenLDAP

#service ldap restart

FiX B OpenLDAP [ & st 45 T, 1 LAt Freeradius+OpenLDAP+PEAP JAiiF Il & &
K5E T — K T, BJamie OpenLDAP HdiE rvs i

Xt TR ) OpenLDAP i FEAB AN BAEIX I, /5 EAIACH 213 Wiki EAvdk, wILRASE
DLAHE ) LDAP #1504



—> radius HI 7 405

#cat zhou.ldif

dn: uid=zhou,ou=Users,dc=yepn,dc=net
add: objectClass

objectClass: radiusprofile

add: radiusSessionTimeout

radiusSessionTimeout: 43200

add: radiusTunnelType
radiusTunnel Type: VLAN

add: radiusTunnelMediumType
radiusTunnelMediumType: IEEE-802

add: radiusTunnelPrivateGroupld
radiusTunnelPrivateGroupld: 160

add: radiusTerminationAction
radiusTerminationAction: RADIUS-Request

add: radiusExtremeSecurityProfile

add: radiusUserPassword
radiusUserPassword: 178DEACBFD994B3A6A67F49F420DB96A

e RE ST EHPAHEE, /AR EA R ldapmodify 7720 F A
#ldapmodify —x —D “cn=root,dc=yepn,dc=net” —w password —f zhou.ldif
B 5 s T A3 LDAP

#ldapsearch —x uid=zhou

FH) LDAP SZHFkE 44 71 if)



LU Rk 5E 3411 zhou H (5 B
# extended LDIF

#

# LDAPv3

# base <> with scope subtree
# filter: uid=zhou

# requesting: ALL

#

# zhou, Users, cyberstep.com

dn: uid=zhou,ou=Users,dc=yepn,dc=com

sn: zhou

givenName: zhou

gecos: System User

sambal.ogonTime: 0

sambaLogoffTime: 2147483647

displayName: zhou

sambaSID: S-1-5-21-1153389650-4125104348-4025214935-3060

sambaPrimaryGroupSID: S-1-5-21-1153389650-4125104348-4025214935-2001

sambal.ogonScript: logon.bat

sambaProfilePath: \\PDC-SRV\profiles\zhou

sambaHomePath: \\PDC-SRV\zhou

sambaHomeDrive: H:

sambaPasswordHistory:

00000000000000000000000000000000000000000000000000000000
00000000

mail: zhou@yepn.com

shadowMax: 45

uid: zhou

cn: zhou

homeDirectory: /home/zhou

uidNumber: 1030

objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson



objectClass: posixAccount

objectClass: shadowAccount

objectClass: sambaSamAccount

objectClass: radiusprofile

gidNumber: 500

shadowLastChange: 14027

loginShell: /bin/bash

radiusSessionTimeout: 43200

radiusTunnel Type: VLAN

radiusTunnelMediumType: IEEE-802

radiusTerminationAction: RADIUS-Request
sambaDomainName: YEPN

radiusTunnelPrivateGroupld: 310

sambaAcctFlags: [XU ]

sambalLMPassword: 44EFCE164AB921CAAAD3B435B51404EE
sambaNTPassword: 32ED87BDB5FDC5E9CBA88547376818D4
sambaPwdLastSet: 1216031836

radiusUserPassword: 3FA45A060BD2693AE4C05B601D05CA0C
userPassword::
eONSWVBUSQxJGNFbON5Z2JqJHpnSXdkUmpaUzl1MkdVROhsZ2s3YTE=

# search result
search: 2

result: 0 Success

# numResponses: 2

# numEntries: 1

FHEGAN — &, T radiusUserPassword #1524 000000, it mkntpwd H1%% %
MD4(WinNTD#% i) %45 2] LDAP o, B A EEAE N, #2505 mkntpwd
A HTE D S FRS N2 LDAP o

mkntpwd 7] LLAE SF.net B35 E

#wget http://nche.dl.sourceforge.net/sourceforge/ldaputils/mkntpwd.tar.gz

#mkdir mkntpwd

#tar —zxvf mkntpwd.tar.gz —C mkntpwd

#cd mkntpwd



#make
#./mkntpwd —N password
8846F7EAEES8FB117AD06BDD830B7586C

e B fE MDA #2025

Summit X450 [ &
#configure radius netlogin primary server 172.31.7.7 1812 client-ip 172.16.0.1 vr
VR-Default

#configure radius netlogin primary shared-secret testing123

Summit ZZHMLA Y Feth THFAZ, B ELBIMEARCE 2 195 ] -
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B WinXP 25 anfic s, e PEbin MBS MRS5S HSCHIFTEAEOR T — 5330
EF 1% N Bt OK T .

Local Area Connection 2 Properties

General | Authentication | Advanced

Select thiz option ta provide authenticated netwark. access far
Ethernet networks.

[v|Enable IEEE 802 1% authentication for this network:

EAPype: | Protected EAP [PEAF) o

[ ] Authenticate as computer when computer infarmation iz available

[] Authenticate as guest when user ar computer infarmation is
unatvailable




XEERAMH CAET, ZElt— FReAREm T AL
Protected EAP Properties 7 [x]

ehen connecking:

[ ¥alidate server certificate:

Connect bo these servers;

Trusted Book Certification Autharities:

[] aBA.ECOM Root Ca =
[ ] Autoridad Certificadora de la Asociacion Nacional del Notaria. R
[ ] autoridad Certificadora del Colegio Macional de Correduria P
[ ] Baltimare EZ by DST

|:| Belgacom E-Trust Primary CA

|:| CRMW HET Secureblet CA Class &

|:| CEMY HET Securehet CA Class B

G )

Do not prompk user ko authorize new servers or brusted
certification authorities,

Select Authentication Method:

[Secured password (EAP-MICHAP w2) ﬂ]

[ ]Enable Fast Reconnect

G (o

T EfE g Select Authentication Method [ Configure 7,

Windows logon name and password X F. 24,
4 EAP MSCHAPvZ Properties &

When connecting:

0 Autormatically uge my Windows logon name and
pazzword [and domain if any).

Cancel

PURIfIE, A SR — R AL,

i Automatically use my



